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Abstract

As global businesses now extensively depend on data, Internet of Things (IoT) sensors have
become the primary source of real-time data that enable the digital transformation. According
to Bain’s Insight, the ToT market will grow to more than $520 billion by 2021. The technol-
ogy has already been adopted for a wide array of use cases, but due to the ever-expanding
threat landscape, many customers have indicated that security remains the primary barrier
when it comes to their acceptance of loT. The current security risk management methodolo-
gies focus mostly on the cyber view. In this work, we identify 28 risk factors extracted using
the risk breakdown structure method and expand this traditional view to include others (phys-
ical, psychological) that are critical to business operations. Next, we proposed risk counter-
measures for all the extracted risk factors using a risk matrix method. Further, from a practi-
cal point of view, a portfolio of the proposed risk countermeasures was clearly indicated to
enable the gradual introduction of risk countermeasures. Finally, the effectiveness of the risk
countermeasures was quantitatively evaluated on the basis of the risk values. Our findings
help clarify IoT security and its relation to non-cyber risks for proper implementation of IoT
systems.

Keywords: Internet of Things, risk breakdown structure, non-cyber aspect, psychological aspect

1 Introduction

As the current global business scene is now extensively data-driven, IoT systems have be-
come a primary source of data that facilitate smarter systems and better decision analytics.
IoT is now affecting almost every industry, from improving agricultural farm yields to
providing predictive maintenance for aircraft engines. Particularly in Japan, loT plays a key
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role in achieving a super-smart society (Society 5.0) that makes people’s lives more com-
fortable and sustainable [1].

According to Bain’s Insight, the combined market for the Internet of Things will more
than double by 2021, with a market size of $520 billion [2]. Although IoT technology has
been adopted for a wide array of use cases such as smart grids, healthcare, smart homes,
connected cars, and smart cities, among others, many customers still feel that security re-
mains the primary barrier when it comes to their acceptance of [oT due to the ever-expanding
threat landscape. Around 84% of [oT adopters have experienced a security breach [3]. These
considerations highlight the importance of fully understanding the associated risks and de-
termining how to enforce a security policy if we want to take full advantage of loT systems.

In general, devices in [oT systems are both ubiquitous and inexpensive. This brings new
risks that do not exist in the traditionally connected computer network. Indeed, devices in
IoT systems are highly resource-constrained in terms of computing capacity, memory, and
energy use. The sheer volume of devices and the complexity of the systems makes the exist-
ing risk assessment methodologies inapplicable. Existing risk assessment methodologies
such as the National Institute of Standards and Technology (NIST) SP800-30 [4] and the
Operational Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) [5] mostly fo-
cus on the cyber view. We argue that [oT risk assessment should extend the view of tradi-
tional methods to include non-cyber views such as physical and psychological ones, which
are critical to business operations. In short, we feel that the current assessment of non-cyber
aspects is inadequate.

In this paper, using the risk breakdown structure [6], we extract both cyber and non-cyber
risks and use them to clarify IoT security and its relation to non-cyber risks for proper im-
plementation of IoT systems. As stated above, security risk management methodologies for
IoT focus primarily on the cyber perspective. In contrast, this paper adds non-cyber aspects
(physical and psychological) that are essential for real operations. In this study, we first com-
prehensively extracted the risk factors of IoT from the perspective of cyber and non-cyber
aspects using the risk breakdown structure method. Next, we proposed risk measures for all
the extracted risk factors using a risk matrix method. Further, from a practical point of view,
a portfolio of the proposed risk measures was clearly indicated to enable the gradual intro-
duction of risk measures. Finally, we quantitatively evaluated the effectiveness of the risk
measures using a risk values method. Our findings help clarify [oT security and its relation
to non-cyber risks for proper implementation of [oT systems.

2 Current Status and Issues

2.1 Explosion of IoT

IoT is one of several technologies that will change the course of people’s lives. When the
physical and cyber worlds are intertwined to produce a revolutionary change, it affects every
part of our life and how we interact with physical systems. With the recent explosive growth
of IoT systems, the IDC predicts there will be 41.6 billion connected devices generating 79.4
zettabytes (ZB) of data by 2025 [7].

These connected devices are used in various application domains ranging from the indus-
trial field to consumer electronics. In terms of industrial applications, IoT is bringing about
the Fourth Industrial Revolution, where industrial IoT 1s used to facilitate automation and
predictive analytics. Many governments have also jumped on board and started implementing
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Industrial IoT guidelines. Similarly, many businesses have made strategic alignments to ex-
ploit the rapid growth of loT by transitioning from legacy systems to a complete IoT solution.

2.2 Security of IoT

As IoT moves towards the core business strategy, integrating new security solutions is
imperative. Businesses also need to consider the potential risks of loT-based business
models, such as disruption to information flow, theft of sensitive information, damage to
critical information, and even loss of life. Considering the array of use cases and the
resource-constrained nature of loT devices, the security of these devices is critical for the
success of the intended use case. Bain’s customer survey [2] shows that security is still the
primary barrier to the adoption of IoT for analytic solutions. Therefore, identifying potential
risks and vulnerabilities should be prioritized as a critical business objective.

2.3 Current Risk Assessment

Current risk assessment methods have huge limitations when it comes to applying them to
ever-changing IoT systems [8]. Most of the existing risk assessments cannot adapt to the
scalability requirements of IoT. Moreover, they are usually confined to a specific boundary
perimeter, whereas the boundary perimeter of an IoT system’s network is constantly
changing depending on the situation. Nurse et al. [9] raised a strong argument about the need
for new risk assessment methods that address the complexity of the new security landscape.
They also showed where the current risk assessment methods fail when applied to IoT
systems, as most of those methodologies were established prior to the widespread use of
dynamic IoT systems. In this paper, on the basis of the present situation, we analyze the risks
of [oT from multiple viewpoints.

3 Risk Assessment of IoT

Risk assessment is one of the most crucial steps in any risk management plan. The long-
term success of a project inherently depends upon how well risk is managed by anticipating
risks and taking measures to avoid them ahead of time. In general, risk assessment in project
management is conducted in three steps: (1) risk specification, (2) risk analysis, and (3)
risk evaluation [6].

3.1 Risk Specifications of IoT

3.1.1 Extraction Results of loT Risk Factors

We systematically extracted the risk factors of IoT through a literature survey from multiple
viewpoints with the Risk Breakdown Structure (RBS) method [10], [11]. Since IoT sensors
and actuators closely interact with the physical environment, the risk factors are divided into
Cyber, Physical, and Psychological categories as the first hierarchy of RBS. Next, Cyber
Risk factors are classified into Communication, Hardware, and Software, where the
hardware risk factors refer to intrinsic risks associated with the IoT device itself. Physical factors
refer to the actual physical location of IoT devices and are classified into Location of Things and
Location of Data. Psychological factors are usually overlooked by most industries, but in
IoT systems, it is crucial that as many of the systems as possible be highly interconnected
with people and their personal data, so Psychological factors are also considered as the first
hierarchy. From these, we extracted 28 risk factors, as shown in Table 1.
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Table 1: Extraction results.

No First Level Second Level Risk Factors Contents
1 1.1.1 Lack of fog security pol- Lack of standard practices for fog compu-
icy ting compared to cloud security
2 1.1.2 Quality of services con- Latency and throughput constraint from [oT
straint device to cloud
3 1.1 Communi- 1.1.3 Heterogeneity of commu- | Lack of standard protocol and agreement on
cation nication protocol best practices
4 1.1.4 Lack of efficient encryp- | Most of the standard secure encryption al-
tion algorithm gorithms are resource-intensive
5 1.1.5 Lack of efficient network | Lack of standard practices for managing
management and configurating IoT scale network
6 1.2.1 Low capacity and Ubiquitous devices with Low memory and
memory capacity
7 1. Cyber 1.2.2 Low energy constraint Need to use energy efficiently without con-
1.2 Hardware stant power supply
3 ’ 1.2.3 Lack of standard prac- Lack of standard practices for manufactur-
tices ing of the products
9 1.2.4 Compromise gateway Attack on gateway will cripple the whole
10T system
1.3.1 Vulnerability in middle- A vulnerable legacy system that is con-
10 =0
ware nected to 10T via middleware
1 1.3.2 Vulnerability in API Poorly secured application program inter-
1.3 Software face (API)
12 ' 1.3.3 Remote updates and Inability to easily update and send security
patches patches
13 1.3.4 Malicious code injection M‘ahclous Acode injection leads to compro-
mised device part of botnet
14 2.1.1 Sensor data manipulation | Physical manipulation of sensor data
Theft of IoT devices or intentionally sabo-
15 2.1.2 Theft and sabotage taging the function of [oT system
16 2.1.3 Sensitivity of location Location and use of 10T in life critical envi-
ronment
17 2.1 Things Lo- 2:1.4 Breakage and out-of-ser- Ideqtifying and serving malfunctioning IoT
: vices devices
cation Physical tand securing of IoT
18 2.1.5 Management of things ysical management and securing ot fo
devices
2. Physical i i
19 y 2.1.6 Mobility Con'stant of movement of IoT devices as in
vehicular IoT system
20 2.1.7 Safety in industries Risk of safer in 1ndpstr1€s by using IoT in
a safety-critical environment
1 22,1 Natural disaster ZIi{sltsekr of cloud data center under natural dis-
29 2.2 Data Loca- 2.2.2 Theft, sabotage, and ma- | Theft, sabotage and manipulation of data by
tion nipulation services provider
2.2.3 Cloud and fog data center | European Union's GDPR, and other laws
23 . . \ .
location that restrict data's location
24 3.1 Privacy violation L.ac.k of stapdard practices for managing in-
dividual privacy
25 3.2 Security fatigue Risk qf being oyemhelmed by constantly
changing security practices
2% 3 Psycholog- 33 Lack of education Lack of education regarding the security of
ical IoT system
27 3.4 Unauthorized redistribution of confidential in- Redistribution of confidential information
formation to an intruder
. . . Intruder exploiting the psychology of peo-
28 3.5 Social engineering ple working within IoT system

3.1.2 Tendency of risk specifications

A few of the 28 extracted risk factors in Table 1 have a high tendency to result in a catastrophic
domino effect. Therefore, identifying the major risk factors will help in terms of prioritizing
the risks and formulating countermeasures for each. Below are the results of identifying the
major risk factors for each of the categories shown in Table 1.
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(1) Cyber category
The cyber risk specification is sub divided in Communication, Hardware, and Software. Many
of the extracted risks resemble the risks of traditional computer systems but with a few critical
differences. Consider the risk “1.1.3 Heterogeneity” of the communication protocol. While
traditional computer systems have only a few communication protocols, which are typically
limited, IoT differs in that there are various competing communication protocols with very
limited governance and standardization. Consequently, managing the communication links
between various protocols is a cumbersome task that can also disrupt the business continuity.
Other notable risks are “1.2.1 Low capacity and memory” and “1.2.4 Compromised gate-
way”. IoT devices are ubiquitous while also featuring limited computation and memory ca-
pacity. With a limited configuration like this, there is certain constraint when using traditional
security mechanisms, where performance is proportional to computational capacity. This is
problematic in businesses that use IoT because they require a more energy-efficient security
mechanism, the level of which depends on the use case. In addition, the IoT gateway plays an
important role in the Cloud-Fog-Edge architecture. Since it’s a central component in building
robust [oT systems and for delivering computational power in edge-computing scenarios,
problems with the compromise gateway may cripple the whole IoT system.

(2) Physical category

The physical category corresponds to the physical location of IoT devices and its data. IoT
devices are the prime source of real-time data, which are the foundation for many emerging
technologies. In the physical category, there are three main risks. The first, “2.1.6 Mobility”,
corresponds to risks associated with loT in the changing physical context. Unlike traditional
computer systems, [oT devices are used heavily in mobile environments where the security
context changes from one hop to the next. Without the appropriate countermeasure in place,
this changing physical context will lead to other risks. “2.1.3 Sensitivity of location” corre-
sponds to risks associated with the use of IoT devices in daily life and in mission critical
environments. Lastly, we have “2.1.1 Sensor data manipulation”, which corresponds to the
manipulation of the physical environment to induce unintended actuation. The severity of
each of these risks depends on the use case and the business objective.

(3) Psychological category

Many studies have suggested that users are the weak link in information security, but psycho-
logical factors are typically overlooked by most risk assessment methods. It’s crucial to con-
sider this aspect because [oT devices interact closely with both physical and social structures.
In the psychological category, there are three main risks. The first is “3.1 Privacy violation”,
which is important because IoT devices emit and collect a lot of sensitive private data, the
leakage and exploitation of which may have everlasting psychological consequences. More-
over, with the global movement toward stricter privacy regulation, IoT devices need to be
manufactured by implementing a privacy-by-design approach. The next is “3.2 Security fa-
tigue”, which relates to the exponential changes in security and the threat landscape that may
overwhelm users what with the constantly evolving security policies and guidelines. Security
fatigue reduces the overall security of an IoT system because users are reluctant to take the
proper steps for ensuring computer security. The final risk is “3.3 Lack of education and
awareness”’, which is important because being aware of surrounding threats and keeping in-
formed is a fundamental step to mitigating risks.
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3.2 Risk Analysis

The analysis of risk can be broadly divided into two categories: qualitative analysis and
quantitative analysis. Qualitative risk analysis is essentially an industry standard to prioritize
risks and identify which ones require further quantitative analysis. In this paper, we use the
Risk Matrix method based on the qualitative point of view. The Risk Matrix method classifies
risk into four categories: (1) Risk Avoidance, (2) Risk Mitigation, (3) Risk Transference, and
(4) Risk Acceptance. On the basis of the likelihood of the risk occurrence and corresponding
risk impact, extracted risks are classified into one of these four categories. Each category
acts as a guideline to draw up the corresponding countermeasures [6]. We analyzed the ex-
tracted risks listed in Table 1 in detail using the template shown in Fig. 1. The analysis results

are shown in Table 2.

Figure 1: Example of risk analysis result based on template.

Classification Cyber
Number 1.1.1
Risk Factor Lack of fog security policy

Classification of Risk C based on Risk Matrix

Risk Transference Risk Avoidance

Risk Acceptance

<ow Risk Probability

Risk Mitigation

High>

<Low Risk Impact Higf>
1

Detail of Risk Factor

Fogging is a relatively new architecture. Fog computing is an extension of Cloud
computing architecture for IoT devices to reduce the bottleneck of data centers in
terms of QoS(Quality of Services).

Main Cause

Lack of standard practices for fog computing compared to cloud security. Many
enterprises extending the same old security policy for fog computing.

To use well tested and extablished fog hi e or to reli

system to a industy leader in its field.

ish fog

Table 2: Risk analysis results.

No Risk Factors Contents Risk Probal Risk Impact  Risk Classification
1{1.11 Lack of fog security policy Lack of standard practices for fog computing compared to cloud security Low High  |[Risk Transfer
2[1.1.2 Quality of services constraint Latency and throughput constraint from IoT device to cloud High High Risk Avoidance
3[1.1.3 Heterogeneity of communication protocol Lack of standard protocol and agreement on best practices High Low Risk Mitigation
4[1.1.4 Lack of efficient encryption algorithm Most of the standard secure encryption algorithms are resource-intensive High High Risk Avoidance
5|1.1.5 Lack of efficient network management Lack of standard practices for managing and configurating IoT scale network Low High Risk Avoidance
6[1.2.1 Low capacity and memory Ubiquitous devices with Low memory and capacity High Low Risk Mitigation
7|1.2.2 Low energy constraint Need to use energy efficiently without constant power supply High Low Risk Mitigation
8/1.2.3 Lack of standard practices Lack of standard practices for manufacturing of the products High Low Risk Mitigation
9[1.2.4 Compromise gateway Attack on gateway will cripple the whole IoT system Low High Risk Transfer

10{1.3.1 Vulnerability in middleware A vulnerable legacy systemthat is connected to IoT via middleware Low High Risk Transfer
11{1.3.2 Vulnerability in API Poorly secured application program interface (API) Low High Risk Transfer
12{1.3.3 Remote updates and patches Inability to easily update and send security patches Low High Risk Transfer
13|1.3.4 Malicious code injection Malicious code injection leads to compromised device part of botnet Low High Risk Transfer
14/2.1.1 Sensor data manipulation Physical manipulation of sensor data Low High Risk Transfer
15/2.1.2 Theft and sabotage Theft of ToT devices or intentionally sabotaging the function of ToT system High High Risk Avoidance
16/2.13 Sensitivity of location Location and use of [T in life critical environment Low High Risk Transfer
17/2.1.4 Breakage and out-of-services Identifying and serving malfunctioning loT devices Low Low Risk Acceptance
18/2.1.5 Management of things Physical management and securing of IoT devices High Low Risk Mitigation
19]2.1.6 Mobility Constant of movement of IoT devices as in vehicular IoT system High High Risk Avoidance
20[2.1.7 Safety in industries Risk of safety in industries by using IoT in a safety-critical environment Low High Risk Transfer
21/2.2.1 Natural disaster Risk of cloud data center under natural disaster Low Low Risk Acceptance
22(2.2.2 Thefi, sabotage, and manipulation Theft, sabotage and manipulation of data by services provider Low High Risk Transfer
23(2.23 Cloud and fog data center location European Union's GDPR, and other laws that restrict data's location Low High Risk Transfer
24/3.1 Privacy violation Lack of standard practices for managing individual privacy High High Risk Avoidance
25(3.2 Security fatigue Risk of being overwhelmed by constantly changing security practices Low High Risk Transfer
26[3.3 Lack of education Lack of education regarding the security of ToT system High High Risk Avoidance
27341 i istribution of of ial i fon to an intruder Low High Risk Transfer
28(3.5 Social engineering Intruder exploiting the psychology of people working within IoT system High High Risk Avoidance
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The risk categories and countermeasures depend highly on the type of use case and the over-
all objective of the company. In this section, we detail the risk management proposals for
each classification using the template shown in Fig. 1. In general, it makes sense to imple-
ment risk countermeasures in stages in view of their cost-effectiveness. We therefore propose
a portfolio (priority) of risk countermeasures based on the Computer Security Incident Re-
sponse Team (CSIRT) risk countermeasure classification [12]-[13]. The CSIRT classifies
risk countermeasures into three categories: Proactive Service, Reactive Service, and Security
Quality Management Service. Proactive Service and Security Quality Management Service
are classified as pre-countermeasures and are given a higher priority in the introduction of
countermeasures than Reactive Service. Our proposed portfolio of risk countermeasures
clearly identifies Proactive Service, Security Quality Management Service, and Reactive
Service for each countermeasure, which allows for a step-by-step introduction of the
measures.

3.2.1 Risk Transference

As shown in Table 3, many risks in this category pertain to the lack of security policies and
standards. [oT is an evolving technology with an ever-expanding security landscape, and
enterprises need to be ahead of these changes.

Table 3: Countermeasures for Risk Transference (13 risk factors)

No Risk Factor Countermeasure Pre Post Quality
1 1.1.1 Lack of fog se- To use well tested and established fog computing architecture or O
curity policy to relinquish fog system to an industry leader in its field.
9 1.2.4 Compromise Choosing the right gateway device for your business need and al- O
gateway ways change the default security configuration.
10 1.3.1 Vulnerability in | Use of industry-standard middleware which can efficiently inter-
middleware face between two systems.
1.3.2 Vulnerability in Rigorous testing of_API with proper auther}tlcatlon level. Even af-
11 ter the launch, continuous monitoring and improvement of APIL.
API L .
Initiating a bug bounty program will also secure your APL
Enabling remote updates and patches via a secure channel with a
12 1.3.3 Remote updates strong authentication mechanism. updates and patches using con- O
and patches text-aware communication can be also achieved in vehicular IoT
systems.
1.3 4 Malicious code Utlll;mg secure input and output handling an(.i rigorous testing for
13 | .50 user input. Initiating a bug bounty program will also secure your O
njection L
application.
Detection of inconsistency sensor data using historical data. De-
2.1.1 Sensor data ma- L . o
14 . . ployment of physical intruder detection and monitoring system at O
nipulation .
the site.
e Elevation of security compliance with respect to the sensitivity of
16 i;i.gnSensmvny oflo the location. Test for leakage information to reduce side-channel O
attacks.
- Enforcement of strict security policy in a critical environment.
20 t2r'i1e.s7 Safety in indus Also, create a redundant or backup provision if they is IoT device O
failure.
2.2.2 Theft, sabotage, The company should get a third party to review its comp‘llAance
22 ) . criteria satisfied before the contract and compliance auditing O
and manipulation . . .
cloud or fog service providers after it.
Edge computing with customer private data is encrypted and
23 2.2.3 Cloud and f 8 stored locally on the device. Creation of data portfolio on private O
data center location
data and regular data.
Limit the number of security decisions users need to make. Make
25 | 3.2 Security fatigue it simple for users to choose the right security action. if possible, O
use of passwordless authentication mechanism.
3.4 Unauthorized re- Use of multi-factor authentication to protect from intruder. For
27 | distribution of confi- better use of passwordless authentication mechanism. Ex. FIDO O
dential information Alliance

Pre: Proactive Service. Post: Reactive Service. Quality: Security Quality Management Service.

One way to address this challenge is to adopt a well-tested security policy or insurance
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with the help of a third party. In addition, reviewing and auditing the enterprise security
should be done in a timely fashion. The countermeasure against Risk Transference is to adopt
an industry standard security policy.

Next, we present the Risk Transference portfolio. As shown in Table 3, out of the 13 risk
factors, Proactive Service and Security Quality Management Service, which are pre-emptive
measures, accounted for ten, whereas Reactive Service, which refers to post-measurements,
totaled three. From the above, we can see that about 80% of the total measures should be
prioritized.

3.2.2 Risk Mitigation

Countermeasures for the risks classified as Risk Mitigation are shown in Table 4. These risks
involve aligning the IoT system and protocol to business needs. Many enterprises face a
dilemma due to the number of competing protocols in IoT systems and the wide array of
device choices. Therefore, it is imperative to adopt the right protocol that has widespread
acceptance for better support in the future and the right [oT device for a particular security
level.

Next, we present the Risk Mitigation portfolio. As shown in Table 4, out of the five risk
factors, Proactive Service and Security Quality Management Service, which are precautionary
measures, totaled four, while Reactive Service, which refers to post-cautionary measures,
totaled 1. From the above, we can see that 80% of the total measures should be prioritized.

Table 4: Countermeasures for Risk Mitigation (5 risk factors)

Pre: Proactive Service. Post: Reactive Service. Quality: Security Quality Management Service.

No Risk Factor Countermeasure Pre Post Quality

1.1.3 Heterogeneity of | To mitigate, choose the right protocol for your business needs.

3 communication proto- Also choosing a protocol that has widespread acceptance for O
col better support in the future.
. The business need for computation and memory capacity differ
6 1.2.1 Low capacity and vastly on the use case of IoT devices. Choosing the right IoT O

memo; - f - : :
"y device for a particular security level is crucial.

Efficient power management in IoT system is crucial for long-
lasting IoT devices. Use of energy harvesting mechanism in O
10T devices. Ex. EnOcean Easyfit

Use of open source and industry-wide accepted IoT devices.
Elevating the manufacture's security level to match your busi- O
ness need.

Recently many new device management proposed, which are
independent of the status of the application provider. Ex. Open O
Mobile Alliance’s Device Management (OMA DM).

1.2.2 Low energy con-
straint

1.2.3 Lack of standard
practices

2.1.5 Management of

18 things

3.2.3 Risk Avoidance

Countermeasures for the risks classified as Risk Avoidance are shown in Table 5. Since many
of these risks are closely tied to business operations, it is crucial that the enterprises reduce
the likelihood of these risks ever happening. This can be achieved by implementing a “secu-
rity first” design when adopting any IoT technology. Moreover, as IoT devices are the pri-
mary source of data for many emerging technologies, following governmental laws and reg-
ulations (e.g., those of the GDPR) regarding private data is imperative.

Next, we present the Risk Avoidance portfolio. As shown in Table 5, out of the eight risk
factors, there were a total of eight Proactive Service and Security Quality Management Ser-
vice, which are pre-measures, and no Reactive Service, which refers to post-measures. Here,
we can conclude that all measures are important.
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Table 5: Countermeasures for Risk Avoidance (8 risk factors).

Risk Factor

Countermeasure

Pre

Post

Quality

1.1.2 Quality of services
constraint

To bring analytics closer to IoT devices by using edge analytics
from cloud service providers. Implementation of fog computing.

O

1.1.4 Lack of efficient

Use of ECC(Elliptic-Curve Cryptography) based standard algo-
rithm which provides similar security levels with shorter operand

65

4 X . size and more efficient implementations. In the case of vehicular O
encryption algorithm L . p
IoT, context-aware security implementation will increase the
overall performance.
Overhauling an existing network management system. Network

1.1.5 Lack of efficient devices using software-Defined Networks(SDN) collect config-
5 ) . @)
network management ures data from sensors, thus creating the context of managing a
network.
15 | 2.1.2 Theft and sabotage Deployment of physical intruder detection and monitoring sys- O

tem at the site.

Context-awareness plays a very important role in a dynamic en-
vironment. Context-aware information will bring more values O
and enhance the decision process in [oT applications and ser-
vices.

Enforcing GDPR(General Data Protection Regulation) regula-
tion. Regulation of privacy and manufacturers to initiate the im- O
plementation of privacy by design.

Educate the user regarding IoT security. Ease users by making
security enforcement simpler and natural. Use of passwordless O
authentication mechanism. Ex. FIDO Alliance

19 | 2.1.6 Mobility

24 | 3.1 Privacy violation

26 | 3.3 Lack of education

Training-based defenses which train the user to defend himself. O

28 | 3.5 Social engincering Use of passwordless authentication mechanism.

Pre: Proactive Service. Post: Reactive Service, Quality: Security Quality Management Service

3.2.4 Risk Acceptance

Countermeasures for the risks classified as Risk Acceptance are shown in Table 6. IoT de-
vices are both ubiquitous and inexpensive, so the risks in this category tend to be based on
external dynamics. Countermeasures include creating a contingency plan for when nodes go
down and formulating a disaster recovery plan with the cloud service provider.

Next, we present the Risk Acceptance portfolio. As shown in Table 6, out of the two risk
factors, there were a total of two Proactive Services and Security Quality Management Ser-
vices, which are pre-measures, and no Reactive Service, which refers to post-measures.
Here, we can conclude that all measures are important.

Table 6: Countermeasures for Risk Acceptance (2 risk factors).

No Risk Factor Countermeasure Pre Post | Quality
Implementation of mesh IoT network can bring the capability of
17 214 Breakage and out- self-healing and self-configuration of IoT nodes. It removes the re- O

of-services . ; Lo
liance on single node communication.

General many cloud service providers have their own Disaster Re-
covery Plan. Chose a personal cloud or fog service vendor compat- O
ible with your business need.

21 2.2.1 Natural disaster

Pre: Proactive Service. Post: Reactive Service. Quality: Security Quality Management Service.

3.3 Risk Evaluation

In this section, we evaluate the proposed countermeasures through a quantification of the
extracted risks. We use the risk formula of the Information Security Management System
(ISMS) to approximate the risk value on the basis of previous qualitative results [14]-[16].
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3.3.1 Risk Formula

Corresponding risk values are quantified using Eq. (1), which is commonly used in the field
of ISMS.

Risk value = value of asset X value of threat
X value of vulnerability (1)

Generally, the value of elements on the right-hand side of the equation is very complex
to derive. To simplify, we use an approximation method.

a) Approximation of Asset Value

The asset value of Eq. (1) is approximated in terms of the risk impact in the risk matrix, as
shown in Fig. 2. We assume that the amount of risk impact approximately reflects the amount
of damage to assets. The degree of risk is determined from 1 (Low) to 5 (High) [8]-[10]. For
further simplicity, we map these values to the risk impact of the risk matrix and divide them
into two. The higher of the two divisions is approximated to the maximum risk impact (risk
value = 5) and the lower of the two to the minimum (risk value = 1).

b)  Approximation of Threat Value

Similarly, the value of threat in Eq. (1) is approximated in terms of the risk probability in the
risk matrix. The risk probability is defined to range from 1 (Low) to 3 (High). These values
are mapped to the risk probability of the risk matrix in Fig. 2. The same as above, the higher
of the two divisions is approximated to the maximum risk probability (risk value = 3), and
the lower to the minimum (risk value = 1).

¢) Approximation of Value of Vulnerability

The value of vulnerability is defined on a three-level scale: 3 (High), 2 (Medium), and 1
(Low). These levels are approximated in accordance with the classification of the risk matrix
in Fig. 2. Here, the four domains of the risk matrix are classified into three levels on the basis
of the risk probability and risk impact. Risk Avoidance corresponds to level 3, where both
risk probability and risk impact are high. Risk Transference and Risk Mitigation correspond
to level 2, where either the risk probability or risk impact is high. Lastly, Risk Acceptance
corresponds to level 1, where both metrics are low.
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Figure 2: Risk value approximation of risk matrix [13].
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3.3.2 Calculation of Risk Value

The risk values for all the extracted risks in Table 1 are calculated using Eq. (2). The risk
values after performing the proposed countermeasures shown in Table 3, 4, 5, and 6 are also
calculated with this equation.

Risk value = Risk impact X Risk probability
X value of vulnerability (2)

In general, implementing a countermeasure perfectly is not realistic. Thus, we assumed
that all the vulnerabilities were decreased by one level after implementing the countermeas-
ures. Tables 7 and 8 list the risk value results.

Table 7: Detailed evaluation results (before and after countermeasures).

Asset = Threat = Vulnerability = Risk Value =
No Risk Factors Risk Impact N3 Before After Before After
[oI0e =11 [1a"8| Countermeasure | Countermeasure | Countermeasure | Countermeasure
1[1.1.1 Lack of fog security policy 5 1 2 1 10 5
2] 1.1.2 Quality of services constraint 5 3 3 2 45 30
3] 1.1.3 Heterogeneity of communication protocol 1 3 2 1 6 3
4]1.1.4 Lack of efficient encryption algorithm 5 3 3 2 45 30
5]1.1.5 Lack of efficient network management 5 1 3 2 15 10
6]1.2.1 Low capacity and memory 1 3 2 1 6 3
7]1.2.2 Low energy constraint 1 3 2 1 6 3
8[1.2.3 Lack of standard practices 1 3 2 1 6 3
9]1.2.4 Compromise gateway 5 1 2 1 10 5
10]1.3.1 Vulnerability in middleware 5 1 2 1 10 5
11]1.3.2 Vulnerability in API 5 1 2 1 10 5
12(1.3.3 Remote updates and patches 5 1 2 1 10 5
131.3.4 Malicious code injection 5 1 2 1 10 5
14]2.1.1 Sensor data manipulation 5 1 2 1 10 5
15]2.1.2 Theft and sabotage 5 3 3 2 45 30
16]2.1.3 Sensitivity of location 5 1 2 1 10 5
17]2.1.4 Breakage and out-of-services 1 1 1 1 1 1
18]2.1.5 M: of things 1 3 2 1 6 3
19]2.1.6 Mobility 5 3 3 2 45 30
20]2.1.7 Safety in an industries 5 1 2 1 10 5
21|2.2.1 Natural disaster 1 1 1 1 1 1
22|2.2.2 Theft, sabotage, and manipulation 5 1 2 1 10 5
23]2.2.3 Cloud and fog data center location 5 1 2 1 10 5
24|3.1 Privacy violation 5 3 3 2 45 30
25]3.2 Security fatigue 5 1 2 1 10 5
26/3.3 Lack of education 5 3 3 2 45 30
27]3.4 Unauthorized redistribution of confidential information 5 1 2 1 10 5
28]3.5 Social engineering 5 3 3 2 45 30
Total 492 302
Table 8: Summary of evaluation results.
(1) Before countermeasure (1) After countermeasure
Total risk value 492 302
Risk reduction rate = (1) - (2) / (1) ~ 0.39

3.3.3 Results of Evaluation

As shown in Table 8, the proposed countermeasures were able to reduce the risk rate by =
39%. These results clearly demonstrate the quantitative effectiveness of the proposed coun-
termeasures against the risks in an IoT system. Even though these were roughly estimated
countermeasures for the extracted risks, a 39% reduction in the overall risk was achieved.
Ideally, the proposed countermeasures should be able to reduce the risk level to close to 0.
Investigation of such specific and effective countermeasures will be the focus of our future
work.
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4 Conclusion and Future Work

In this paper, we conducted a risk assessment of IoT to clarify the importance of cyber and
non-cyber risks when it comes to proper implementation of IoT systems. A total of 28 risk
factors were extracted with the RBS method and then analyzed and classified using the risk
matrix method. Further, from a practical viewpoint, a portfolio of the proposed risk counter-
measures was clearly indicated to enable the gradual introduction of risk countermeasures
based on priority. Finally, risks were quantitatively evaluated before and after the implemen-
tation of countermeasures using the ISMS equation for a detailed risk assessment. The results
clearly demonstrate the effectiveness of the proposed countermeasures with a roughly 39%
reduction in risks related to [oT.

Although the risks were extracted from multiple viewpoints, this was still not exhaustive,
and other views (e.g., the economic view, the operational view) will be examined in future
work. We will also perform a more detailed assessment of the proposed countermeasures
and examine new ones.
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