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Abstract 

The Industrial Internet of Things (IIoT) has rapidly become a popular concept, but this concept 

has caused problems in managing consistent identifiers. To solve these problems in control sys-

tem management, we propose Structured IDs, which can define the complicated structure of con-

trol systems using IDs on a tree structure, and relational links, which can describe meaning for 

subsets of structured IDs. Furthermore, in use cases in which consistently managed information 

is utilized, a method of distributing appropriate information to each stakeholder is required. To 

address this requirement, we propose an orthogonal information retrieval technique for Struc-

tured IDs. Finally, we verify that the proposed techniques can be implemented using web tech-

nology and demonstrate that they can solve problems in an IIoT use case. 

Keywords: Control system management, Identifiers, Industrial Internet of Things, Information 

Retrieval. 

1 Introduction 

The IIoT (Industrial Internet of Things) era has arrived. The IIoT is rapidly becoming one of the 

most popular concepts in factory automation, control system management, and advanced predic-

tive maintenance. However, the IIoT concept is causing problems in the management of con-

sistent identifiers. Additionally, various stakeholders want to utilize IIoT data as consistently 

managed data. To solve these problems, we set three requirements on which the identifier must 

be based by investigating the problems in accordance with dramatic changes in control system 

management. (1) Uniqueness, (2) Concreteness, and (3) Attachability. To develop the identifier 

in accordance with these requirements, we propose a technique named Structured IDs. In addition, 

to define the meaning among Structured IDs and/or networks that Structured ID cannot define, 

we propose another technique named relational links. Furthermore, in use cases in which con-

sistently managed information is utilized, a method of distributing appropriate information to 

each stakeholder is required. To address this requirement from stakeholders who have each KPI 
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(key performance indicator), we propose an orthogonal information retrieval technique for Struc-

tured IDs on a chatroom-style real-time messaging platform. 

2 Problems due dramatic changes in control system manage-

ment 

In this chapter, we describe the problems due to dramatic changes in control system management. 

Control system management involves giving names to target facilities and computer systems and 

then monitoring and/or controlling those targets in order to manage them properly. The targets in 

control systems are composed of many disparate identifiers, such as facility, area (abstract iden-

tifiers), machine, network, sensors, and identifier of failure. Most management software manages 

and shows the temperature, vibration, rotation speed, and managed status of the control object 

using numbers or letters to manage the control systems. SCADA (supervisory control and data 

acquisition) is common software that plays an important role in managing the target in a control 

system. SCADA shows pictures of a monitoring target and indicates its values and operating 

conditions. In addition, it shows a color-coded display of normal or abnormal conditions. SCADA 

also sends instructions toward the managed target. However, the current technique in SCADA is 

increasingly unable to manage its targets because of the following four problems. 

2.1   Identifier collision due to intensive information 

The first problem is identifier collision due to the increasing multiprovider based individual ID 

and information integration. If an ID integration function is injective, then it maps every ID to 

the integrated ID set where the ID is stored and no special exceptional function is needed. How-

ever, this is often not possible. When two IDs map to the same ID in an ID set, the result is called 

a “collision.” Thus, if an integrated ID function is not injective, collisions occur. When collisions 

occur, we store the ID for one of the ID sets and must find some other locations for the other IDs. 

In current control management systems, the problem is solved by making incompatible SCADA 

independent from the independent management systems (see Figure 1). 

Figure 1: Independent SCADA for multiple architectures. 

Current management software cannot manage individual information defined by each provider. 

Therefore, the operators need to aggregate that information in accordance with their knowledge 

and skills. Furthermore, in the IIoT concept, although information is aggregated to be utilized in 

IIoT, collisions occur in identifiers and various data cannot be stored in the data table. 

2

Copyright © by IIAI. Unauthorized reproduction of this article is prohibited.

K. Amano, H. Nishiyama, M. Koizumi, K. Fujii, N. Sudo, S. Tano



 
 

 

2.2   Management of information uniquely tailored to stakeholders 

The second problem is the increasing development cost of control system management software 

and the need to develop uniquely tailored information management systems due to the diversifi-

cation of stakeholders. The SCADA designers need to extract, transform, and load information 

to fit it in the various levels of detail that diversified stakeholders want (see Figure 2).  

Figure 2: Various detail levels of information in IIoT platform. 

In a web server (see Figure 2, left side and center), a management technique is required that can 

identify and consistently manage information. On the other hand, in the user side (see Figure 2, 

right side), filtering and information retrieval techniques are required that can fit various stake-

holders’ KPIs. 

2.3   Example of synthesis and relationship management of definitions at different 

design phases 

The third problem presents two challenges that structured IDs cannot solve. 

(1) Deficiencies in relations of meaning

Most multiprovider architecture lacks ways to define relationships in which different identifiers 

have the same health status and same failure. In addition, the architecture lacks ways to define 

the meaning of raw data that is generated by attachable IIoT sensors after the start of service. 

(2) Deficiencies in relations of networking

We need to define a “loop network structure” and/or “cross-coupled network structure.” There-

fore, a flexible method is required for defining the relationships of networks. 

2.4   Inflexible implementation method 

As shown in Figure 1, sensing values are translated for each protocol by each electronic compo-

nent, for example PLC (programmable logic controller), PC (personal computer) as relay, and 

DB (database) server. The data is passed through sequentially by each electronic component. The 

implementation methods have become inflexible due to wasteful conversion operations occurring 

redundantly. 
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3 Conventional methods 

Control system management software uses several conventional methods.  

The first method stores information in the DB by direct SQL (structured query language) by using 

an instrumentation device and a PLC that has high functionality. 

Some papers proposed messaging techniques via a DB [1]-[4] between a PLC and views. How-

ever, their PLC is based on the assumption that all information of the control system is known by 

the controller. This means that expansion of the management area and integration of information 

are not assumed. 

The second method uses an ETL function. ETL stands for extract, transform, and load, which are 

three database functions. To integrate information, various data on DBs are combined into one 

data format through pulling (extracting) data from the database, transforming it into a unified 

format, and then placing the format into another database. ETL can avoid collisions of identifiers 

and redefine the level of detail about target information. However, the control system manage-

ment software must be reprogrammed to understand the new type of information. 

The ETL function makes a new table and/or creates a virtual table to integrate information. This 

means that the ETL cannot manage various data in one type of data model. Thus, ETL function-

ality does not meet the real-time requirement for the control system management. 

Various IoT system management designs have been researched [5]-[14] that use the NoSQL da-

tabase to achieve flexibility. In studies of the data structure, research data management [15] with 

flexibility using XML [16] and XPath [17] has been proposed. 

4 Our approach 

After examining the problems and current techniques, we found that similar deficiencies in the 

systems provided by multiple providers include poor techniques to identify whole information 

that the operator wants to manage. There are no techniques to select that target information and 

then define meaning for the chosen subset. To solve this problem, we set three requirements for 

control system management on which the identifier must be based. 

(1) Uniqueness

The information representing a feature of interest of the control system must be identified.

(2) Concreteness

The name of an abstract concept, equipment, parts, and failure ID must be managed on a unified

platform, and detailed IDs must be defined gradually.

(3) Attachability

In addition to satisfying (1) and (2), partially defined identifiers must be joined together.

In this study, when we design an identifier that meets these requirements, we obtain hints from 

URLs (Uniform Resource Locators) on the Internet. A URL consists of the domain and site name 

that has a human readable string-based name. The structure of a URL is a joined domain name, 

folder name such as location, and file name. These lists of names gradually narrow down to the 

target IDs. On the basis of inspiration from URLs, we design a Structured ID as an identifier to 

meet the above three requirements.  

Additionally, in a multiprovider system, since control system management software manages in-

compatible IDs and/or networks, we propose relational links as an additional concept to define 

meaning of relations among all IDs. These relational links will also be able to define meanings 

of subsets of Structured IDs. 
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Figure 3: Implementation concept for real-time messaging platform and information retrieval 

function. 

In implementation, for flexible control system management, we apply an information retrieval 

technique that is inspired by XPath. We expand from single dimensional retrieval among Struc-

tured IDs to multidimensional searching. Each stakeholder can share whole information and can 

receive specific information by a filter that has the proposed information retrieval technique on a 

chatroom-style real-time messaging platform (see Figure 3). 

5 Managing IIoT identifier and its meaning 

In this chapter, we first discuss the design of Structured IDs and then design relational links. 

5.1   Design of Structured IDs to identify data 

The details of system management for control systems were described in full in Chapter 2. The 

role of control system management software is to define names for target information and then 

manage its integrity. Our proposed technology is an ID design method to improve SCADA, and 

a Structured ID includes information for identifying the site of the system. Thus, we will use a 

different notation for Structured IDs to define them more easily. We denote a Structured ID by 

writing down its identifier of elements, separated by “/” slashes in Figure 4. 

Figure 4: Definition model for Structured ID 

The definition model makes detailed IDs gradually for Structured ID notation that has directivity. 

The following explains the approach for Structured IDs that meet the three requirements. 

5.1.1   Uniqueness 

An ID is a unique string of characters. An ID also has sufficient information of a query to find 

the piece of target information with the highest precision and recall. The abstract model for Struc-

tured IDs in Figure 4 is a notation for enumerating paths in a collection of Structured IDs. A 

system designer needs to define Structured IDs to find the piece of target information on the basis 

of the path from the root ID to target ID. 
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5.1.2   Concreteness 

Detailed Structured IDs are made by joining lower-side identifiers to the upper-side abstract 

Structured ID designed by a system integrator (SIer). For example, system designers can define 

IDs as follows in accordance with the concept in Figure 4: “Factory identifier. System identifier. 

Device identifier. Failure identifier.” 

Figure5: Tree of Structured ID 

When system designers make long Structured IDs, they might find that those Structured IDs 

consist of the same partial list of Structured IDs in the upper side and different partial lists of 

Structured IDs in the lower side. This means we can make a tree structure by collecting each 

Structured ID (see Figure 5). 

5.1.3   Attachability 

Design timings by the SIer, component providers, and machine providers include various design 

phases and definition of an identifier of failure. The proposed solution for this problem in the 

design phases is to create two ID subsets. The first subset is the upper-side subset that is defined 

by a SIer, and the second subset is the lower-side subset that is defined by a component provider. 

These two subsets of Structured IDs can be attached as shown in Figure 6. 

Figure 6: Definition model for Structured ID 

Structured IDs forestall collision among themselves by offering upper-side identifiers to the sub-

set of detailed Structured IDs designed by a component provider. 

5.2   Design of relational links for define meaning 

Structured IDs are just techniques to identify data, so they are not able to solve (1) deficiencies 

in relations of meaning or (2) deficiencies in relations of networking. 

Since we define Structured IDs easily, we denote a Structured ID by writing down its identifier 

of elements, separated by “/” slashes as in Figure 4 and then manage those Structured IDs on the 

basis of tree structures. 
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Figure7: Definition model for relational link. 

This means that we cannot define a “loop network structure” and/or “cross-coupled 

network structure.” Therefore, a flexible method is required for defining the rela-

tionships of networks. For these two problems, we propose a relational link as way 

to define relations of subsets of Structured IDs flexibly (see Figure 7). 

5.2.1   Defining meaning by using relational links 

Relational links can be utilized to resolve lack of meaning and relevance of the definition data. 

For example, if a unique Structured ID defined by the component provider means the failure of 

the facility, those relations can be defined by using the relational link from a unique Structured 

ID defined by the component provider to an abstract Structured ID defined by the SIer. There are 

five types of relational links. 

5.2.2   One-to-one relationship link 

The one-to-one relational link is defined in Figure 8. 

Figure8: One-to-one relational link. 

Type 1 shows relations using an arrow with a broken line that includes two Structured IDs. This 

type of definition is used when an operator-associated Structured ID is defined by a component 

provider and an abstract Structured ID is defined by a SIer. In another example, Type 1 can define 

the relationship between a) the Structured ID and b) the dependability policy defined by the SIer. 

Type 2 is a relationship that connects beyond the parent-child relationship. 

5.2.3   One-to-multi relational link 

The one-to-multi relational link is defined in Figure 9. 

Figure9: One-to-multi relational link. 
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As a one-to-multi relational link, type 3 can define a relation in which one Structured ID defined 

by the component provider means multiple Structured IDs defined by an SIer. Type 3 also shows 

the relationship of the physical network and the physical machine to the virtual network and 

virtual machine. 

Type 4 is a relationship representing the network connection. 

5.2.4   Multi-to-one relational link 

The multi-to-one relational link is defined in Figure 10. 

Figure10: Multi-to-one relational link. 

As a multi-to-one relational link, type 5 can define relations between virtual sensor technology 

that utilizes an IIoT sensor and the relational link of failure forecasting. 

In a multi-to-one relational link, the approach for Structured ID that meets the three requirements 

can define a complex control system structure. On the other hand, a multi-to-multi relational link 

is a composite type that consists of types 1 to 5. 

Because of its flexibility, a relational link is able to add knowledge layers if the operator wants to 

obtain that knowledge by using several relational links online. 

The more layers of relational links the control system management software has, the higher the 

evaluation quality. All Structured IDs in relational links are always a subset of the whole Struc-

tured ID set, so control system management software can comprehensively access data by using 

the Structured IDs. 

6 Information retrieval for Structured IDs 

To address problems of the filtering and retrieval techniques mentioned in section 2.2, we first 

discuss the single-dimensional space model in Structured ID retrieval and then describe a multi-

dimensional (vector space) model in Structured ID retrieval. 

6.1   Single-dimensional space model in Structured ID retrieval 

To manage consistent identifiers, we set the three abovementioned requirements on Structured 

IDs. These requirements force the retrieval strategy to return only the information that is sought. 

By comparing each Structured ID, we have thus far viewed a Structured ID as a full sequential 

string path. This means that a Structured ID is given a set as points in single-dimensional space. 

In this situation, the information retrieval function and each stakeholder (see Figure 3) connected 

to the chatroom-style real-time messaging platform use information of "Compare target" and 

"Compare rule" (see Table 1). 
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Table 1: Comparison Information in single-dimensional retrieval for Structured ID 

Compare target Compare rule 

Structured ID  (𝐶𝑡) Structured ID  (𝐶𝑟)

Retrieval function(𝐶𝑡 , 𝐶𝑟) = {
1   𝑖𝑓 𝐶𝑡  𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑙𝑦 𝑚𝑎𝑐ℎ 𝐶𝑟  
0   𝑖𝑓 𝐶𝑡  𝑑𝑜𝑒𝑠 𝑛𝑜𝑡 𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑙𝑦 𝑚𝑎𝑐ℎ 𝐶𝑟

 (1) 

Almost all SCADA systems must display detected information on each facility map to com-

pare target Structured ID (𝐶𝑡) and Structured ID (𝐶𝑟 ) on the basis of formula (1). 

6.2   Multidimensional space model in Structured ID retrieval 

In machine learning, as we develop the idea of weighing the importance of a Structured ID in a 

message, we might need to filter messages on the basis of statistics of occurrence of the Struc-

tured ID. We discuss relaxing the requirement of matching specific regions of a Structured ID; 

this means we design extended queries that simply consist of query terms with specifications on 

their relative order, their importance, or their position in a Structure ID.  

In this case, we need to transform a Structured ID in a chatroom-style real-time messaging plat-

form into points in a multidimensional space and then search for the target Structured ID using 

an extended query.  To this end, in Structured ID retrieval, we must separate the subset of the 

Structured ID. One way of doing this is to have each dimension of the vector space encode a 

word together with its position within the Structured ID tree. A Structured ID contains at least 

one ID, so we can take each ID string and break it into multiple IDs by using “/” as a separator 

(see Figure 11). 

Figure11: Orthogonal multidimensional space in Structured ID 

We can also design an extended query in which all parent-child relationships in queries are inter-

preted as descendant relationships with any number of intervening IDs allowed. For example, we 

can make an extended query corresponding to the whole Structured ID with the leaf-side node 

replacing certain words with "*" as a wildcard (see Table 2).   The regular expressions are com-

posed of two types of characters. Specifically, "*" is special characters called metacharacters, 

while the rest are called literal, or normal text, characters. In some programing languages, the 

metasequence to match an actual slash is a slash preceded by a backslash.  
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Table 2: Extended query notations as regular expression. 

Unconsidered Dimensions Extended Query Notations as Regular Expressions 

Leaf-side multidimensions 

in Structured ID 

RootID/ID1/* 

Middle area multidimensions 

in Structured ID 

RootID/ID1/*/IDn 

Middle area multidimensions 

in Structured ID  

(with specific string) 

Information:  RootID/DomainID/*/I-[0-9]+ 

Warning:      RootID/DomainID/*/W-[0-9]+ 

Fault, Error, Failure:     RootID/DomainID/*/E-[0-9]+ 

The information retrieval function and each stakeholder (see Figure 3) connected to the cha-

troom-style real-time messaging platform use information of "Compare target" and "Extended 

query” (see Table 3). 

Table 3: Using Extended Query in Multidimensional Retrieval for Structured ID 

Compare target Extended query 

Structured ID  (𝐶𝑡) Regular Expression as query 

 about Structured ID  (𝐶𝑓) 

Retrieval function(𝐶𝑡 , 𝐶𝑓) = {
1   𝑖𝑓 𝐶𝑡   𝑚𝑎𝑐ℎ 𝐶𝑓        

0   𝑖𝑓 𝐶𝑡  𝑑𝑜𝑒𝑠 𝑛𝑜𝑡 𝑚𝑎𝑐ℎ 𝐶𝑓
 (2) 

The message filtering system between each platform can use extended query (𝐶𝑓)  to filter 

the target Structured ID (𝐶𝑡) on the basis of formula (2). 

It is convenient for machine learning to be able to issue such extended queries without having to 

specify the exact structural configuration in which a query term should occur because those ma-

chine learning functions either do not consider the exact configuration or know enough about the 

schema of the collection to be able to specify it. 

7 Illustration of Structured IDs and relational links 

In this chapter, we illustrate Structured ID and relational links. 

7.1   Illustration of Structured IDs 

In this section, we illustrate Structured IDs on the basis of the design described in section 5.1.  

Structured IDs have a list structure from left to right. The longer the Structured ID, the more 
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information it has for retrieval. As a result, the control system management software can find the 

target information. Table 4 shows Structured IDs for the wind power generator in Figure 1. If we 

define a Structured ID on the basis of its proposed design, we use a machine and human friendly 

ID. Table 1 has limited space, so we use “#” and a number for each ID. 

Table 4: Structured IDs for wind power generator (ex. Figure 1) 

Each ID Management Target (meaning) Structure ID 

#1 All System (ID for Whole Manage-

ment Target) 
#1 

#2-1 Japan #1/#2-1 

#3 Plant-A (ID for Facility) #1/#2-1/#3 

#4 Subsystem by A Corp. #1/#2-1/#3/#4 

#5 PC as relay #1/#2-1/#3/#4/#5 

#5-1 Software for communication #1/#2-1/#3/#4/#5/#5-1 

#5-2 Hardware #1/#2-1/#3/#4/#5/#5-2 

#6 DB server #1/#2-1/#3/#4/#6 

#7 PLC #1/#2-1/#3/#4/#7 

#8 Wind power generator #1/#2-1/#3/#4/#8 

#9 Subsystem by Corp. B. #1/#2-1/#3/#9 

#5 Personal computer as relay #1/#2-1/#3/#9/#5 

#5-3 Software for communication #1/#2-1/#3/#9/#5/#5-3 

#5-2 Hardware #1/#2-1/#3/#9/#5/#5-2 

#6 DB server #1/#2-1/#3/#9/#6 

#10 Transformer #1/#2-1/#3/#9/#10 

#11 Circuit breaker #1/#2-1/#3/#9/#11 

#12 Protection relay for power plant #1/#2-1/#3/#9/#12 
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#13 Failure ID in component by Corp. A. #1/#2-1/#3/#9/#12/ #13 

#13 Failure ID in software by Corp. A. #1/#2-1/#3/#4/#5/#5-1/#13 

#14 Serial communication line #1/#2-1/#3/#4/#14 

#15 Server network by A Corp. #1/#2-1/#3/#4/#15 

#16 Dedicated communication line #1/#2-1/#3/#9/#16 

#17 Server network by Corp. B. #1/#2-1/#3/#9/#17 

Structured IDs #1~#12 are defined by a SIer, and Structured IDs #13 and above are defined by a 

component provider. Examples are subsystem and failure IDs that only the component provider 

knows. The IDs of “PC as relay (#5)” cause collisions. However, offering upper-side identifiers 

forestalls collisions among Structured IDs. In another case, there is a collision between “Failure 

ID in component by Corp. A (#13)” and “Failure ID in software by Corp. A (#13).” Those IDs 

have different meanings but the same ID. In this case, offering the upper-side identifiers forestalls 

collisions among Structured IDs. 

As described above, the approach for Structured IDs that meets the three requirements can define 

a complex control system. 

7.2   Illustration of relational links 

In this section, we illustrate relational links on the basis of the concept in section 5.2. 

Table 5: Relational links for wind power generator (ex. Figure 1). 

# Management target (meaning) Relational links 

1 Associating a failure ID defined by Corp. 

B. to “failure of whole Protection Relay”

{“from”: “#1/#2-1/#3/# 9/ #12/ #13”, 
“to”:[“#1/#2-1/#3/# 9/ #12”, “#1/#2-1/#3/# 
9”],“meaning”:“Relation to failure”} 

2 Definition of dedicated communication 
line “#1/#2-1/#3/ #9/ #16” 

(Define directions of communication 
lines.) 

{“from”:“#1/#2-1/#3/# 
9/#12”,“to”:[“#1/#2-1/#3/#9/#5”],“mean-
ing”:“Network”}, 

{“from”:“#1/#2-1/#3/#9/#5”,“to":[“#1/#2-
1/#3/# 9/ #12”],“meaning”:“Network”} 

Relational links can define the meaning of a subtree in Structured IDs by using vector notation 

among Structured IDs (see Table 5). Table 5 details relational links that can solve the two prob-

lems in section 5.2: deficiencies in relations of meaning and deficiencies in relations of network-

ing. #1 in Table 5 denotes meaning about relations of failure IDs, and #2 denotes relations of 

networks. 
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8 Evaluation of proposed techniques in industrial system 

In this chapter, we evaluate the attachability of Structured IDs, feasibility of relational links, and 

deployment of both proposed methods. In addition, we evaluate a filtering technique using infor-

mation retrieval by regular expressions. 

8.1   Evaluation Structured IDs and relational links 

In this section, we verify that the Structured IDs and relational link can be implemented. The SIer, 

server vendor, and network vendor can design each Structured ID as their knowledge (see Figure 

12). Since those Structured IDs are based on requirement 3 (attachability), they can be combined 

(see Figure 13). 

Figure12: Each element of Structured ID 

Figure13: Structured ID can be attached on basis of requirement 3 (attachability) 

Figure14: Relational link data on computer system 

We can chose Structured IDs to make relational links about network relations (Figure 14). 

8.2   Development IIoT SCADA using proposed techniques 

To evaluate the application of the proposed methods on a real system, we program IIoT SCADA 

using web functions such as HTML5, node.js, and socket.io. We use a Structured ID as an iden-

tifier for all components, such as the information output source, each function, and views for 

various stakeholders. 
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Figure15: Evaluated implementation of IIoT SCADA. 

In a chatroom-style real-time messaging platform, all connections from IIoT sensors, 

knowledge management functions, views, etc. must be treated equally without bias. This 

integrated transaction platform requires every ID to be unique. Thus, when we use this plat-
form, we use Structured IDs (see Figure 16). 

Figure16: Implemented views for (a) worker and (b) Operator. 

8.3   Evaluation filtering function using orthogonal Structured ID retrieval 

In this section, we verify that orthogonal Structured ID retrieval by regular expressions.  

Figure17: Evaluation of extended query by regular expression 

(a) Leaf-side multidimension filtering,

(b) Middle area multidimension path through filtering.

In the evaluation of filtering, we send all structured IDs of the target system and then check results 

of filtering on a web browser. If the result is the same as the logical result, the function is func-

tioning properly. Leaf-side multidimensional filtering output the correct result (see Figure 17 (a), 

left side). We find a partial area that was turned red.  

Middle area multidimension path through filtering output the correct result (see Figure 17 (b), 

right side). We find each partial area that was turned red in different branches. 

Finally, we demonstrated that we can integrate the IIoT SCADA system by dynamic attachable 
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modules (see Figure 18). 

Figure18: Integrated IIoT SCADA using proposed techniques with 

dynamic attachable modules for predictive maintenance 

9 Conclusion 

The Industrial Internet of Things (IIoT) concept is causing problems in the management of con-

sistent identifiers. To solve these problems, we set three requirements: (1) Uniqueness, (2) Con-

creteness, and (3) Attachability. We also proposed Structured IDs, which can define a complicated 

structure of control systems using IDs on a tree structure. Additionally, we proposed relational 

links, which can describe meaning for subsets of Structured IDs. Furthermore, in use cases in 

which consistently managed information is utilized, a method of distributing appropriate infor-

mation to each stakeholder is required. Additionally machine learning functions do not consider 

the exact configuration or know enough about the schema of the collection to be able to specify 

it. To address this requirement, we propose an orthogonal information retrieval technique for 

Structured IDs. Finally, we verified that the proposed techniques can be implemented using web 

technology and demonstrated that they can solve problems in an IIoT use case. Filtering is a real 

problem that needs to be solved with many types of programming. However, programming with 

regular expressions and structured IDs can make the job substantially easier. 
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